Network Protection for Design Professionals

How to implement appropriate controls:

* All remote access should require user identification and authentication utilizing strong passwords.

® Encryption should be used to provide secure communication between the remote users and your networks. A
Virtual Private Network (VPN) is the most common method to provide this protection. When properly
implemented, e-mail and other traffic will be encrypted, minimizing the risk to privacy.

® As part of your security policy, allow access only from other networks that meet your organization’s security

requirements. Use of a VPN does not eliminate the need for normal precautions for offsite computers or networks.

Resources:
Security for Telecommuting and Broadband Communications, National Institute of Standards and Technology,

http://csrc.nist.gov/publications/nistpubs /800-46 /sp800-46 . pdf

An Introduction to Computer Security: The NIST Handbook,
http://csrc.nist.gov/publications/nistpubs/800-12 /handbook.pdf
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