Network Protection for Design Professionals

How to implement appropriate controls:

Formal policies should be implemented regarding the configuration of all network security devices and systems.

® Default configurations should be avoided and specific procedures should be put in place for the management of
strong administrative passwords for these devices and systems.

* The policies should be updated as new vulnerabilities arise or network configurations change.

* Default policy for firewall handling inbound traffic should be to block all packets and connections unless the

traffic type and connections have been specifically permitted.

VicTor O.
SCHINNERER
& COMPANY, INC.





